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USAG Operations Security (OPSEC) Training
for Contractors
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Requirement

 To ensure USAG Operations Security (OPSEC)
program is in compliance with AR 530-1

— All Departments of the Army Personnel active component,
reserve component, DA civilians, and DOD contractors are

required to complete mandatory OPSEC training on an annual
basis.




SUppORY

What is OPSEC?

OPSEC is the process of analyzing friendly actions related to military operations
and other activities to:

* Identify those actions that can be observed by adversary intelligence
systems.

* Determine indicators hostile intelligence systems might obtain that
could be interpreted or pieced together to derive Critical Information in
time to be useful to adversaries.

» Select and execute measures that eliminate or reduce to an acceptable
level the vulnerabilities of friendly actions to adversary exploitation.
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What do Adversaries Want?
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They are looking for:
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1. Names / photographs Al uaeda
Tactics, Techniques, and Procedures

Anatomy of Terror

. Equipment vulnerabilities

. Present and future capabilities

. Insights into national / military morale

. Meetings of top officials / diplomatic efforts
. Important government places

. Information about military facilities:
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« Location

* Units

* Weapons used

« Communication nodes

* Amount of security lighting

* Building dimensions

* Number of personnel

« Ammunition storage locations

» Leave policies

« Brigades and names of organizations
» Security force tactics and response time
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OPSEC Guidance

KEY POINTS

OPSEC is everyone’s responsibility

It’s serious business; we must do a better job across the Army

The enemy aggressively ‘reads’ our open source information
and continues to exploit such information for use against our
forces

OPSEC violations needlessly place lives at risk and degrade
the effectiveness of our operations



Social Networking Sites (SNS) allow people to network, interact and collaborate to
share information, data and ideas without geographic boundaries.
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http://www.google.com/imgres?imgurl=http://2.bp.blogspot.com/_bRTJ5MkQjhU/S7HWhm8IixI/AAAAAAAABHM/XWR_9egP0g0/s1600/265-blogger-logo.jpg&imgrefurl=http://tips-hindi.blogspot.com/&usg=__CS275VVPMdZabAMm0chr3Jbm1GU=&h=311&w=1024&sz=42&hl=en&start=5&um=1&itbs=1&tbnid=LdUqqduVjh9T9M:&tbnh=46&tbnw=150&prev=/images?q=blogspot+logo&um=1&hl=en&sa=X&tbs=isch:1
http://gonzogastro.files.wordpress.com/2010/01/twitter-1.jpg
http://www.google.com/imgres?imgurl=http://www.wickedc.nl/pippievents/images/stories/partyflock20logo.jpg&imgrefurl=http://www.wickedc.nl/pippievents/index.php?option=com_wrapper&view=wrapper&Itemid=2&usg=__zbw2igPaADdPOnmVwZm3a7XyPPs=&h=300&w=400&sz=37&hl=en&start=1&itbs=1&tbnid=4fHW4XJGSXINJM:&tbnh=93&tbnw=124&prev=/images?q=party+flock&hl=en&gbv=2&tbs=isch:1
http://www.google.com/imgres?imgurl=http://2.bp.blogspot.com/_zmoEeqomXD4/SkKJErxfSwI/AAAAAAAACc0/kzrzKHyF4Ms/s400/hi5-logo.jpg&imgrefurl=http://freevectorlogo.blogspot.com/2009/06/hi5-logo.html&usg=__7Vaqb10MWLSDbzk_9g9Z99oCVKw=&h=300&w=300&sz=11&hl=en&start=3&itbs=1&tbnid=w6_l_pralwMqiM:&tbnh=116&tbnw=116&prev=/images?q=hi5+logo&hl=en&sa=X&gbv=2&tbs=isch:1
http://www.edwards.usask.ca/undergrad/Files/facebook_logo.jpg
http://mddailyrecord.com/generationjd/files/2009/11/myspace.gif
http://www.phisigmasigma.org/PHISIGMASIGMA/PHISIGMASIGMA/UploadedImages/linkedin-logo.jpg
http://www.google.com/imgres?imgurl=http://www.watblog.com/wp-content/uploads/2009/07/logo.jpg&imgrefurl=http://www.watblog.com/2009/07/13/%E2%80%98taggedcom%E2%80%99-to-be-sued-a-call-for-moral-standards-for-sns/&usg=__LETztWEvz8qqgtUPgTOhuWiPqCM=&h=150&w=200&sz=22&hl=en&start=1&itbs=1&tbnid=PR7SdNLVT0lz9M:&tbnh=78&tbnw=104&prev=/images?q=tagged.com+logo&hl=en&gbv=2&tbs=isch:1
http://www.google.com/imgres?imgurl=http://image2.mouthshut.com/images/imagesp/l/Fropper.com-925043644s.jpg&imgrefurl=http://www.mouthshut.com/product-reviews/Fropper.com-925043644.html&usg=__YAUluoKz_Jlvz9_R9o6MboBOETw=&h=150&w=150&sz=4&hl=en&start=9&um=1&itbs=1&tbnid=-lVy1sXmIJZs8M:&tbnh=96&tbnw=96&prev=/images?q=fropper.com&um=1&hl=en&gbv=2&tbs=isch:1
http://3.bp.blogspot.com/_2XSR74FrXuI/SRfiRSHQ8pI/AAAAAAAAAE4/ZkXzd0sX5bA/s400/utube-logo.jpg
http://technabob.com/blog/wp-content/uploads/2007/09/digg_casemod.jpg
http://www.google.com/imgres?imgurl=http://socentvc.files.wordpress.com/2009/11/xanga.jpg&imgrefurl=http://socentvc.wordpress.com/2009/11/&usg=__nfYoq3pHCvguwBExltkvLNlh_cA=&h=380&w=380&sz=42&hl=en&start=2&um=1&itbs=1&tbnid=tU1XFwTt-LYfAM:&tbnh=123&tbnw=123&prev=/images?q=xanga&um=1&hl=en&gbv=2&tbs=isch:1
http://www.google.com/imgres?imgurl=http://wapreview.com/images/orkut-logo.jpg&imgrefurl=http://wapreview.com/blog/?p=581&usg=__hVK_69XwlRo215TFGnSzQx6fpqg=&h=91&w=248&sz=8&hl=en&start=10&itbs=1&tbnid=MdPWvtwsBFE-EM:&tbnh=41&tbnw=111&prev=/images?q=orkut.co.in+logo&hl=en&gbv=2&tbs=isch:1
http://gladeliz.files.wordpress.com/2009/11/friendster-logo.jpg
http://www.google.com/imgres?imgurl=http://www.hobokennj.org/content/images/UStreamLogo.jpeg&imgrefurl=http://www.hobokennj.org/council/members/peter-cunningham/&usg=__Q9jq1Tf4wG-fExdpI_jcBJDAAjQ=&h=150&w=425&sz=24&hl=en&start=1&itbs=1&tbnid=yUCArKGoHAf1QM:&tbnh=44&tbnw=126&prev=/images?q=ustream+logo&hl=en&sa=X&gbv=2&tbs=isch:1
http://www.google.com/imgres?imgurl=http://en.widgadget.com/blog-en/wp-content/uploads/netvibes-logo.png&imgrefurl=http://en.widgadget.com/blog-en/the-close-relation-between-widgets-and-social-networks/&usg=__X1m57-O9PT1pQ0e4hecNJLdWk0Q=&h=291&w=235&sz=9&hl=en&start=2&itbs=1&tbnid=cNHDQZ4JuoeWHM:&tbnh=115&tbnw=93&prev=/images?q=netvibes+logo&hl=en&gbv=2&tbs=isch:1
http://t3chh3lp.com/storage/post-images/google-social.jpg
http://www.google.com/imgres?imgurl=http://4.bp.blogspot.com/_zmoEeqomXD4/SjftFPB6UTI/AAAAAAAACZE/gxQm5CcUp_k/s400/del.icio.us-logo.jpg&imgrefurl=http://freevectorlogo.blogspot.com/2009/06/delicious-logo.html&usg=__9jwUEEBW0DnNmNvz1XLFIQT7r0g=&h=300&w=300&sz=9&hl=en&start=1&itbs=1&tbnid=kzu3nyr_jJWDzM:&tbnh=116&tbnw=116&prev=/images?q=del.icio.us+logo&hl=en&gbv=2&tbs=isch:1
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The Danger
Bad guys use it too:
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. Easy Teen Girl o
* Phishers/Scammers doubie ook o reees
 Enemy organizations #F" Internet |
- Pedophiles Predators |

* And the list goes on...



OPSEC and Photography

Picture taking or video taping anywhere on the installation is
strictly prohibited without prior approval

All photos/videos are subject to review

Unauthorized photos are subject to deletion / confiscation if
prior approval is not given

For approval contact the Public Affairs Office (301-619-2018)




To report OPSEC related issues phone 301-619-1929



Conclusion

* Safeguarding our sensitive
Information is vital to success

* The threat is real

 What you do matters

“You can’t measure your worth and your
importance by your proximity to the battlefield.”

General Cody




Certificate of Training

This is to certify that

has completed
USAG Operations Security Training

Date



